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misakas is positioned as a PQ-only Kaspa-family network, not as a replacement for the cited protocols.

Figure 1 / & 1: Reference lineage from Nakamoto consensus to GHOSTDAG and misakas.
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This document is written as a bilingual draft whitepaper for misakas. The first half is Japanese and the second half
is English. The two parts intentionally mirror each other so that technical review can proceed in either language.
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1. L€ 97+ 7<) — | Executive summary

misakas (& rusty-kaspa ZE#(Z L7z PQ-only DIy T -0 THB., BHIE. Kaspa RD blockDAG /
GHOSTDAG EEHNFOSHEE OV IERCEL 1T OFREZ#IFLDD. NS IS 3 VERiEE ML-
DSA-87 IZ#i— L. secp256kl/Schnorr/ECDSA. legacy address. P2SH 7 & M3E PQ #Z8&% consensus * mempool -
wallet/APl DE B THERARREICTEZIETH S,

AETIE. misakas # TGHOSTDAG = ZDF FHHAT B &I TIEH <. TPHANTOM/GHOSTDAG O blockDAG 3t
Rigx BB L. £DLICPQ-only k3 ># oS 3 E. 64-byte consensus identity. DNS finality overlay #&1a%
Kaspa %Zxvy bD—721 & LTAIERNIT 3,

BRI 7- README Tl3. IREFLDERAT Y b7 —721% experimental devnet T#H D. mainnet parameter set |XEZ
TNTVBDRERBERY 7= LTO—2FFRIFHERINTULAL, CBEREINTWVWS, Cokd. xE0O0—>
F - $2FRET - finality ICBI T 2R Id THRERS L UOREREDHA) THH. LEFICIIERFI—F - BEEER -
Iy bD—U A THERTIHENDH B,

fEi% misakas DA A

PoW blockDAG; GHOSTDAG/Kaspa ZD %7 Ow VAL

Ledger structure .
g ordering & B8,

Transaction authorization ML-DSA-87 D&, 3B 2592 B. B4 4627 B. ELES 4628 B,

PubKeyHashMIDsa87 M &, payload I3 keyed BLAKE2b-512 (C &

Address / script % 64 B, P2SH I3 launch scope %}

block hash / txid / merkle / UTXO commitment 7 &% Hash64 /

Consensus identity BLAKE2b-512 domain |CHi3E S 3 S5t

PoW/GHOSTDAG Z &R« L. stake bond X attestation IZ&k %
Finality overlay DNS-style overlay % i&fil. mainnet/testnet i& WorkScore &
StakeScore M =T gate = E X,

devnet experimental, mainnet parameter set IJEZEFHTEH. 12

Network status { README L& live/production & L T AL,

2. 5%: DAG, GHOST, PHANTOM, GHOSTDAG / Background

Bitcoin NG F T — . BMITEELPTV—FA. BEEICTOvIEERT 2Ry b7 —JEEEBIEICK DI
YOy orER. tXaU T e RIL—TYy DL —RFTHEFEIT D, GHOST (&, ZDRIEICH L T subtree
DEAEFBEITZIAMAMZTRL. &L — FRIETO chain selection #E T 3T LTEB LT

PHANTOM (&. Nakamoto consensus %z blockDAG IC—f&{t ¥ %, WMIICERINI-TAOY I ZEBMICIE TS DTIER
< DAG NICH L. honest BEIFER T O w 7 ¥ adversarial BRIEHATOv I 2K LT, 2IEFE:2 5235 B85
9o 7272 L PHANTOM DIBAERHZ(Z NP-hard AEE LA ST -, RETEMICEENDH S,

GHOSTDAG & PHANTOM D E % REETTREA greedy algorithm & L TGEIE %, Kaspa i&Z M PHANTOM
GHOSTDAG % ® PoW blockDAG Z#FA L. WH T 0w o ZMILEE T IC consensus order [ICEXDIAT C & 24
%, misakas [ D Kaspa RiEZESR L DD EFME S >0 3 VEFEEL Hash64 {bZ v kT —2 D genesis
M o5REIT B,

B Ex misakas TDHLY
BEOBRVWVEBRY S 7, J0OvIhERE

DAG / blockDAG #BRL. AFERIOY I ZBEICKRE ledger topology DERHILE,
60
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B BER misakas TDHKLY
heaviest subtree ®Z X A TEL — k PoW .

GHOST X GHOSTDAG fin% * REEDRIER Y L TR,
O T O & R, BE - REORRE L TH

PHANTOM blockDAG £ honest cluster # B2, & | ERHNBEE. NP-hard MEZ ST 7=HE
BrlRE R 2IEF % fE 5 %5t ERETIFEL,
PHANTOM @ greedy approximation.

GHOSTDAG PoW/GHOSTDAG b & - B,
Kaspa EEDH#. ow/ ase ¥ L THR

3. 5%5tB1Z L JEB4E | Design goals and non-goals

sx5tE1% / Goals

PQ-only: b 5 ># 40> 3 VE35E%Z ML-DSA-87 IC#i— L. legacy signature opcode. legacy address. P2SH % PQ
network TEEFARREEICT B,

Genesis isolation: mainline Kaspa 82 ® kaspa-pq chain state / UTXO / address & B3t & 1F /oA WIHII R Y
FO—=012F %,

BlockDAG scalability: Kaspa 3 GHOSTDAG O&ESBE 7' 0w V£ & ordering DF|RZEN T,

Hash64 consensus identity: consensus-critical %235l F%Z 64-byte domain ICHFH. EFHERHLD preimage
margin ZBRRE(L T %,

Operational safety: validator key @ hot-node i Z X % 7. remote signer / software signer daemon %z %
RAJREIC Y B,

JEB4Z / Non-goals

mainline Kaspa & ® wallet/RPC/P2P/address B4 % #1593 Z o

BX7Z secp256k1 UTXO M#E1T* legacy address D PQ1bx E3ET 5 C &,

transport-layer confidentiality % PQ £ £3589 % Z £ ML-KEM hybrid EHE%TAULBRD transport i PQ claim
DAHICEL

#1HA launch scope T ML-DSA multisig/P2SH/smart contracts #1221t 93 Z &,

DNS overlay % BFT hard finality £t ®RI| T2 Z &,
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4, o 2T LEIE | System overview

misakas layered architecture / L 1 ¥ —#&m

Applications [ Wallets / RPC
PQ address generation, ML-DSA-87 signing, wRPC/JSON/Borsh

l

Transaction policy
ML-DSA-87 P2PKH only, P2SH and legacy secp256k1 rejected

Consensus identity
Hash64 block/tx/merkle/UTXO commitment domains

,|\

PoW blockDAG base
10 BPS target, GHOSTDAG ordering, blue_work-driven selection

DNS finality overlay

Stake bonds + attestations; two-dimensional WorkScore X StakeScore reorg gate

Figure 2 / ¥ 2: misakas @ L1 ¥ —18f. PoW/GHOSTDAG ZEM#I_. PQ-only transaction policy & DNS overlay 2513,

misakas MF&EHE. BE—DEST7IIVILELBXICEESHL., %A, address payload. script policy.
sighash. wallet/API. mempool standardness. consensus validation. genesis. UTXO commitment. node tooling

%—BLTPQonly IcT 3UENDH 3.

RIBINFRFETIE. EERHMTE LT TPQ #l#9I% mempool 7217 Tl %k < consensus validation & script engine
ICB<] TN TW3B, chuc& b, miner #* mempool Z3E[El L T legacy output % block ICIEEIZA T DIREEXO.
P2SH redeem #2H T legacy opcode ZE/E S H 2 BB E E <,

Y ot A

=&

kaspad

7L/ — R, binary &lZ LR B LA, misakas network & LT
PQ-only params # 3%,

kaspa-pg-miner

devnet ZF T ML-DSA-87 address ICIF#EEREN % 3% % miner tooling,

kaspa-pg-validator

stake bond % #FD validator sidecar. canonical-ready epoch (Z
attestation # 179 %,

kaspa-pg-signer

validator key % validator process M 1F¥59 % software signer
daemon, strict policy Tl equivocation guard % signer {fliC#
—3_0

wallet / CLI / WASM

ML-DSA-87 key generation, PQ address, PQ signing, legacy path

gating,

5. >t > XE: PoW blockDAG + GHOSTDAG / Consensus layer

misakas I&. 70w Z4ER L tip selection DERE% PoW/GHOSTDAG ICEB <, Kaspa % blockDAG Tid. REBFICER S
Nni=7'0v U % Bli7A orphan & L THET 2D TIE%A <. DAG ICEIDIAFA. GHOSTDAG IZ& > T ordering* 5 X

%o
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IR I— F D BPS BETEHTIL 10 BPS AMZAER v L TN, target_time_per_block & 100 ms &£ %%, 10 BPS IC
39 % GHOSTDAG K I 124 L EEZINTWLW S, maxblock parents |& performance E BIREOE=H 5 LR 16 (ZHDX
5NTW3,

PoW 84 Tlk. Layered PoW & 512-bit comparison domain B'&&sHiCE £ 3. CZTEERD
I&. PoW/GHOSTDAG 7' block production & selected-chain ordering DEBET#H D . DNSoverlay (3 ENEB ST X
Z2HDTRBEVEVSRTH B,

6. PQ-only k5 >H o< 3 »535E [ PQ-only transaction
authorization

misakas DFIE. bS VP US 3 VB R%E ML-DSA-8T ICHE—9 3 Z L TH 3. NISTFIPS204 (E ML-DSAE T &)L
ELTHEY LTEEHELTED. 21 README T3 ML-DSA-87 % NIST category 5 £ L TIRE L TW 3,

ML-DSA-87 385 & NEEMNAT L\, AF#EIL 2592 bytes. E# 1 4627 bytes. signature script LFOEZERIL
sighash type 1 byte Z /X 4628 bytes £ %%, " D7=&. scriptelementsize & signature script length ® LfR%Z5| &
LEIF. mass_per_sig_op % 10,000 IZBH&RIEL TW3,

E% transcript Tld. Schnorr B® sighash ZRAHE 9. " calc_mldsa87_signature_hash™ IZ & % 64-byte Hash64
. "kaspa-pg-v2/sighash/mldsa87" domaintag Zf#>5, &% context |E "~ kaspa-pg-v2/tx/mldsa87" T#HD.
scheme & network ®EXD & X %[5 < domain separation H'&EHERITH 3,

L= fiE

Signature algorithm ML-DSA-87 / FIPS 204 / libcrux-ml-dsa = 0.0.9 exact pin
Public key 2592 bytes

Signature 4627 bytes

Signature item 4628 bytes = signature || sighash_type

Tx context kaspa-pg-v2/tx/mldsa87

Sighash domain kaspa-pg-v2/sighash/mldsa87

Legacy signatures secp256k1/Schnorr/ECDSA disabled in PQ consensus mode

7. Hash64, 7 F L X, UTXO commitment /| Hash64, address, UTXO
commitment

misakas @ address (& * PubKeyHashMIDsa87" @& Td D . payload i& ML-DSA-87 verification key % keyed
BLAKE2b-512 T 64-byte fb LT=fBTd %, 1Z%E scriptPubKey (& “OP_DUP OP_BLAKE2B_512 OP_DATA64 <64B>
OP_EQUALVERIFY OP_CHECKSIG_MLDSA87" T# b. P2SH I& launch scope h*594 &3,

Consensus identity I& 64-byte BLAKE2b-512 domain IZFE 5N 3. REIXEDETRRETIE. 512-bit
commitment domainy 256-bit quantum preimage marginl Thigh-margin quantum collision resistances (35F&
In3—AH. TLfkx LT 256-bit post-quantum security] X 256-bit quantum collision] IFZIEThTWL S,

UTXO commitment & Hash64 & L TN s, "1id block header. genesis. DB serialization. RPC/WASM DTO.
fixtures 2 CILWEREICRCE 9 5 7. mainline Kaspa E#M4 T34 < genesis DMIIRy FT—J L LTRSS HE
NH 3,

TR s A o) g O

Address version PubKeyHashMIDsa87 only

Address payload keyed BLAKE2b-512("kaspa-pg-v2/address/mldsa87", verification
key) -> 64 B

Standard script ML-DSA-87 P2PKH only; 69-byte output script

P2SH disabled / launch scope 4+
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UTXO commitment Hash64

MAX_SCRIPT_ELEMENT_SIZE = 8192; MAX_SCRIPTS_SIZE /

Script caps . .
P P max_signature_script_len = 16,384

8. DNS finality overlay / DNS finality overlay

DNS overlay I&. PoW/GHOSTDAG %z & ZE#: X 5 finality gadget Tld7%:L\s PoW %' block production & tip selection
#Z3BL\, PoS validator A' selected-chain anchor (23 L T attestation Z1T\L). on-chain shard & L T&EH I N
StakeScore h' deep reorg gate IZfEH N3,

I{TO— RO X > b TiE. mainnet/testnet M production params (& 20M KAS @ minimum active stake / minimum
bond amount. 14-day evidence window. 14-day unbonding + reorg horizon Z#f L. required_work_depth &
required_stake_depth @75 T DNS confirmation %z gate § 2ERMNREIN TS, —A. devnet/simnet |3 fast
testing M7= required_work_depth=0 & L. stake-only confirmation (iAW ZFHF T,

BERDIF. DNS % BFT hard finality £ MFIFRW I & TH D, 1&4 fork ' DNS-confirmed prefix ZBEfL 3 5355
WorkScore & StakeScore M5 T canonical chain ZB3RH margin L EIC EEIZHENHS. £ LS non-
substitutability "W FEROFLTH 5. PoW 721F. F7zld stake 7214 Tl confirmed history ZE Tz 5zl L
STHBICEDBINETH B,

Ex B

validator key & stake Z#&UMT1F % bond. unbonding/evidence

StakeBondPayload window |2 & D EREEEEE R SR,

StakeAttestation validator A' epoch ¢ selected-chain anchor (ZE%,

KT certificate tx Z Bt B 7-&. 8-16 attestations 2E % shard

Attestation shard ¥ LT on-chain 1te

[F— validator H'[E epoch T incompatible history IC&% L 7=3EHL

Slashing evidence #12H L. bond % slashe

confirmed prefix Z BBt 9 5 fork I& WorkScore & StakeScore D

Reorg gate 7T dominance margin % i&7- 3 % E,

9. /—KRiBpk & EATETIL /| Node and operation model

misakas @ node binary |& “kaspad™ @ £ £72H'. network. address prefix. project branding |& misakas & L T#&
HN 3, devnet Ti& *--devnet --enable-unsynced-mining --utxoindex”™ & &%z L\, wallet/validator "R E X § 3
borsh wRPC port ZBICT %,

validator (3 " kaspa-pg-validator™ sidecar & L TEIfEL. bond A" active Z:fE. canonical-ready epoch (Zx$ L T
attestation ZH179 %, README IC &N, T RTD misakas network (& 10 BPS TH D\
attestation_epoch_length_blue_score = 100 (3#7 10 #IHBZHF 3. default D attest pollinterval 3 # & —
validator Z BT E 370 DfEL L THREATNTW S,

remote signer |ZZEF LOEELRLZ LB TH S, kaspa-pg-signer” & validator key % validator process DM REF
L. Unix domain socket #2H T signing request ICf5& $ %, strict policy Tld anti-equivocation guard & crash-
consistent store. hash-chained audit log % signer I T D7c®. validator host BMEE TN TH private key DIERE
MHEC_EZL I TE %,
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10. EX a7+ EFTILE EEKME [ Security model and claim

discipline

misakas @ security claim (F. < ESRTHE, EoTUIWITRVWEEZBEREICH T3 HENH B, IBERETEIL.
transport layer % PQ claim ®#MZEL T &, BFT hard finality £ RE L AW & &7F collision resistance ZiBKIC

FRLBVWI EZBHRLTWLS,

FESThERE

B INERE

Tx authorization uses ML-DSA-87.

All cryptography is post-quantum.

secp256k1 signing is disabled in PQ consensus mode.

Legacy Kaspa addresses are quantum-resistant.

64-byte BLAKE2b-512 consensus identity.

256-bit post-quantum security across the board.

Transport is out of PQ scope unless ML-KEM hybrid is enabled.

Transport is PQ-secure by default.

PoW-ledger + PoS probabilistic finality overlay.

BFT hard finality / irreversible checkpoint.

BRETI L. ML-DSA-8TIZ S >H U 3 VEBRODEFIEZEH 3D, DoS. HEMEFFMHE. supply-chain. key
custody. network eclipse. low validator decentralization. economic attack R D) RV ZHTHD TIEHRL 4F
I ML-DSA IFZBEZ A KT L 8. mass policy & verification cost DRI AR Y FI—IHRETH .

11. O— kv 71 XY [ Roadmap and risks

R AR FJIZIE. ML-DSA-87 migration. PQ-only gating. remote signer. validator

overlay. reward/economics ADR ZZENZENTWVS, —F T, mainnet launch BTICId. AFIEEE. parameter
calibration. multi-operator validator set. network monitoring. wallet UX. release signing. reproducible
builds. incident response runbook R X% B X Z2REHL H .

o EEE: cryptographicimplementation. sighash domain separation. script policy. mempool/consensus
consistency. Hash64 serialization. genesis and premine handling.

o MEBE: ML-DSA-87 verify cost. scriptsize. block mass. attestation shard mass. 10 BPS sustained sync. IBD.
pruninge.

e 1ER:validator key custody. remote signer hardening. slashingevidence handling. unbonding window.
backup/restore. checkpoint distribution,

e /i/NF > Z:mainnet parameter set % live & &7 9 %M. premine custody. validator minimums. DNS claim
language. release process.

fEsm e LT, misakas & TEFMMELEBIL 71T D Kaspa forky TlE7%A <. legacy cryptography % consensus

layer B 5EXDBRE. blockDAG/GHOSTDAG R ® high-throughput PoW % PQ-only transaction layer £fF&L &5 &

TRIERNRY hT—UTHD. REAFTA ER=N— LTI BVRMHNARMEZRL DD IREFRD devnet

status EREEV XAV ZATRTE3ZRBVRLEETH S,
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English Version

1. Executive summary / Executive summary

misakas is an independent, PQ-only network built from the rusty-kaspa codebase. Its core purpose is to preserve
the high-rate blockDAG direction of the Kaspa/GHOSTDAG family while replacing classical transaction authorization
with ML-DSA-87 and making non-PQ paths - secp256k1, Schnorr, ECDSA, legacy addresses, and P2SH - unavailable
at the consensus, mempool, and wallet/API layers.

The paper positions misakas as a Kaspa-family blockDAG network informed by the GHOST, PHANTOM, and
GHOSTDAG line of research, not as a new proof of those protocols. The distinctive misakas contribution described
here is the combination of PQ-only transaction authorization, 64-byte consensus identity, and a DNS-style finality
overlay on top of a PoW/GHOSTDAG ledger base.

The supplied repository describes the current live posture as experimental devnet. A mainnet parameter set exists
in code, but the README states that it is not a launched or production-endorsed network. Therefore, launch, token,
validator, and finality statements in this draft must be re-checked against current code, audit status, and
governance decisions before publication.

Area misakas direction

PoW blockDAG inspired by the GHOSTDAG/Kaspa lineage; parallel

Ledger structure blocks are incorporated rather than simply orphaned.

ML-DSA-87 only. Public key 2592 B, signature 4627 B, signature

T . horizati
ransaction authorization item 4628 B.

PubKeyHashMIDsa87 only. Payload is a 64 B keyed BLAKE2b-512

Address / script digest. P2SH is outside launch scope.

Hash64 / BLAKE2b-512 domains for consensus-critical identifiers

Consensus identit .
y and UTXO commitments.

PoW/GHOSTDAG remains the base; stake bonds and attestations

Finality overlay add a DNS-style WorkScore x StakeScore reorg gate.

Experimental devnet. Mainnet parameters are defined but should
Network status not be treated as live production without an explicit launch
decision.

2. Background: DAG, GHOST, PHANTOM, GHOSTDAG /
Background

Alinear Nakamoto chain is simple and auditable, but high block rates increase the impact of propagation delay and
stale/orphan blocks. The GHOST rule addressed this scaling pressure by using subtree weight in chain selection,
reducing the penalty of blocks that were created honestly but arrived outside the single main chain.

PHANTOM generalizes Nakamoto consensus from a chain into a blockDAG. Instead of discarding concurrent blocks,
it keeps them in a directed acyclic graph and seeks a robust total order by distinguishing well-connected honest
blocks from adversarial or non-cooperating blocks. The conceptual PHANTOM formulation, however, includes an
NP-hard optimization problem.

GHOSTDAG is the practical greedy approximation designed to capture the essential PHANTOM behavior. Kaspa
implements the PHANTOM GHOSTDAG protocol and uses this blockDAG ordering to support high block rates.
misakas inherits this design lineage while changing the authorization and consensus-identity surfaces from genesis.
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Concept

Key idea

Role in misakas

DAG / blockDAG

Adirected acyclic graph where blocks may
reference multiple parents and concurrent
blocks remain in the structure.

The ledger topology.

A heaviest-subtree approach to mitigate

of PHANTOM used in Kaspa.

GHOST stale-block penalties at high block rates. The historical predecessor of GHOSTDAG.
PHANTOM A blockDAG protocol using a k-clusteridea | Atheoretical reference point; not

to derive consensus ordering. implemented directly.
GHOSTDAG A greedy, implementable approximation The blockDAG ordering family on which

misakas is based.

3. Design goals and non-goals / Design goals and non-goals

Goals

¢ PQ-only authorization: accept ML-DSA-87 transaction authorization and reject legacy signature opcodes, legacy

addresses, and P2SH in PQ consensus mode.
e Genesisisolation: run as a new network with its own genesis, address prefixes, network IDs, and UTXO state
rather than as a compatibility layer for mainline Kaspa.
¢ BlockDAG scalability: preserve the high-rate PoW/GHOSTDAG direction of the Kaspa family.
¢ Hash64 consensus identity: use 64-byte domains for consensus-critical hashes and commitments, with precise

quantum-security language.

e Operational key safety: support a remote signer path so validator signing keys can live outside the validator

process.

Non-goals

e Maintaining wallet, RPC, P2P, or address compatibility with mainline Kaspa.
e Migrating secp256k1 UTXOs or claiming that legacy Kaspa addresses are quantum-resistant.
e Claiming post-quantum transport security unless an ML-KEM hybrid or equivalent transport design is explicitly

enabled.

e Standardizing ML-DSA multisig, P2SH, or smart contracts in the initial launch scope.

Describing DNS overlay behavior as BFT hard finality.

4. System overview [/ System overview

The architecture is not a one-line replacement of a signature algorithm. A coherent PQ-only network must align
signature scheme, address payload, script policy, sighash, wallet/API, mempool standardness, consensus
validation, genesis, UTXO commitments, and operator tooling.

The design documents make a critical enforcement decision: PQ restrictions must live in consensus validation and
the script engine, not only in mempool policy. This prevents a miner from bypassing the mempool and placing
legacy outputs directly into blocks, and prevents P2SH redeem paths from reintroducing legacy signature opcodes.

Component Role

kaspad

Full node. The binary name remains upstream-compatible, but
network parameters and branding are misakas.

kaspa-pg-miner

Mining tool that pays to ML-DSA-87 misakas addresses in devnet
and test environments.

kaspa-pg-validator

Validator sidecar that bonds stake and attests selected-chain
anchors.
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Component Role

Software signer daemon that holds validator keys outside the

kaspa-pg-signer . . . . . .
pa-pa-sig validator process and can enforce strict anti-equivocation policy.

PQ key generation, address creation, transaction signing, and

wallet / CLI / WASM legacy path gating.

5. Consensus layer: PoW blockDAG + GHOSTDAG / Consensus
layer

misakas keeps PoW/GHOSTDAG as the base layer for block production and tip selection. In a Kaspa-family
blockDAG, concurrently mined blocks are not simply discarded as orphans; they remain in the DAG and receive
consensus ordering through GHOSTDAG.

The repository parameters treat 10 BPS as the standard block rate, yielding a 100 ms target time per block. The BPS
table defines GHOSTDAG K = 124 for 10 BPS, while max direct parents are capped at 16 for processing and
reference-growth reasons.

The PoW design also includes Layered PoW and a 512-bit comparison domain. The key architectural point is that
DNS is an overlay: POW/GHOSTDAG remains responsible for block production and ordering, while the stake layer
adds a separate signal for deep-reorg resistance.

6. PQ-only transaction authorization / PQ-only transaction
authorization

The central cryptographic move is to standardize transaction authorization on ML-DSA-87. NIST FIPS 204 specifies
ML-DSA as a module-lattice-based digital signature standard, and the supplied README adopts ML-DSA-87 as the
category-5 parameter set for misakas transaction authorization.

ML-DSA-87 is large compared with classical signatures: the public key is 2592 bytes, the signature is 4627 bytes, and
the signature script item is 4628 bytes after appending the sighash type. This size changes the script limits,
transaction mass policy, fee estimation, dust policy, and DoS model. The repository recalibrates mass_per_sig_op
to 10,000 based on the measured ML-DSA-87 verification cost.

The ML-DSA signing transcript must not reuse the Schnorr sighash. misakas uses " calc_mldsa87_signature_hash",
a 64-byte Hash64 transcript domain-tagged as " kaspa-pg-v2/sighash/mldsa87", and signs with the context " kaspa-
pg-v2/tx/mldsa87 . This domain separation is the boundary between schemes, networks, and message purposes.

Item Value

Signature algorithm ML-DSA-87 / FIPS 204 / libcrux-ml-dsa = 0.0.9 exact pin
Public key 2592 bytes

Signature 4627 bytes

Signature item 4628 bytes = signature || sighash_type

Tx context kaspa-pg-v2/tx/mldsa87

Sighash domain kaspa-pg-v2/sighash/mldsa87

Legacy signatures secp256k1/Schnorr/ECDSA disabled in PQ consensus mode
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7. Hash64, address, and UTXO commitment / Hash64, address,
UTXO commitment

The standard address type is * PubKeyHashMIDsa87" only. The payload is a 64-byte keyed BLAKE2b-512 digest of
the ML-DSA-87 verification key. The standard output script is *OP_DUP OP_BLAKE2B_512 OP_DATA64 <64B>
OP_EQUALVERIFY OP_CHECKSIG_MLDSAS87", and P2SH is excluded from the launch scope.

Consensus identity moves toward 64-byte BLAKE2b-512 domains. The correct public language is narrow: a 512-bit
commitment domain, a 256-bit quantum preimage margin under Grover-style reasoning, and high-margin quantum
collision resistance. The document should not claim 256-bit quantum collision resistance or blanket 256-bit post-
quantum security for every subsystem.

The UTXO commitment is treated as Hash64. Because this affects block headers, genesis, database serialization,
RPC/WASM DTOs, and fixtures, misakas must be understood as a new-genesis network rather than a mainline Kaspa
compatibility layer.

Area Specification point

Address version PubKeyHashMIDsa87 only

Address payload keyed BLAKE2b-512("kaspa-pg-v2/address/mldsa87", verification
key) -> 64 B

Standard script ML-DSA-87 P2PKH only; 69-byte output script

P2SH disabled / outside launch scope

UTXO commitment Hash64

. MAX_SCRIPT_ELEMENT_SIZE = 8192; MAX_SCRIPTS_SIZE /

Script caps . .

max_signature_script_len = 16,384

8. DNS finality overlay / DNS finality overlay

The DNS overlay is not a replacement for PoW/GHOSTDAG and should not be described as a BFT finality gadget.
PoW remains the block-production and tip-selection mechanism. Validators bond stake, attest selected-chain
anchors, and contribute on-chain StakeScore through bounded attestation shards.

The current production parameter comments describe mainnet/testnet as using a 20M KAS minimum active stake
and minimum bond, a 14-day evidence window, a 14-day unbonding period plus reorg horizon, and both
required_work_depth and required_stake_depth as confirmation gates. Devnet/simnet keep required_work_depth
at zero for fast testing, so their behavior is closer to stake-only confirmation.

The core public claim is non-substitutability. A candidate fork that exits a DNS-confirmed prefix must beat the
canonical chain in both WorkScore and StakeScore by explicit margins. A PoW-only surplus cannot compensate for
a stake deficit, and a stake-only surplus cannot compensate for insufficient work.

Element Description

Locks stake to a validator key and keeps it slashable through the

StakeBondPayload unbonding/evidence window.

StakeAttestation Avalidator signature over an epoch and selected-chain anchor.

A bounded on-chain shard carrying several attestations to avoid

Attestation shard L -
huge certificate transactions.

Two incompatible attestations by the same validator for the

Slashing evidence same epoch can slash the bond.

Afork exiting a confirmed prefix must satisfy both WorkScore and
StakeScore dominance margins.

Reorg gate
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9. Node and operation model / Node and operation model

The node binary remains " kaspad ", but the network, address prefixes, and project branding are misakas. A devnet
node is run with flags such as *--devnet”, " --enable-unsynced-mining", and " --utxoindex", and wallet/validator
tooling requires the Borsh wRPC port.

The validator sidecar bonds stake and attests one canonical-ready epoch per round. The README states that every
misakas network runs at 10 BPS, so an attestation epoch length of 100 blue score is roughly ten seconds at low DAG
parallelism. The default three-second attestation polling interval is intended to keep a single validator caught up.

“kaspa-pg-signer’ is an important operational control. It keeps the ML-DSA-87 validator key outside the validator
process and answers signing requests over a local Unix domain socket. In strict policy mode, the signer owns the
anti-equivocation record and hash-chained audit log, reducing the impact of a compromised validator process.

10. Security model and claim discipline / Security model and
claim discipline

The security message must be precise. ML-DSA-87 improves transaction authorization against quantum-capable
adversaries, but it does not by itself solve denial-of-service, implementation vulnerabilities, supply-chain risk,
validator centralization, network eclipse attacks, or key-custody failures.

Acceptable language Avoid

Tx authorization uses ML-DSA-87. All cryptography is post-quantum.

secp256k1 signing is disabled in PQ consensus mode. Legacy Kaspa addresses are quantum-resistant.
64-byte BLAKE2b-512 consensus identity. 256-bit post-quantum security across the board.
Transport is out of PQ scope unless ML-KEM hybrid is enabled. Transport is PQ-secure by default.

PoW-ledger plus PoS probabilistic finality overlay. BFT hard finality or irreversible checkpoint.

Because ML-DSA signatures are large and verification is heavier than classical signatures, mass policy and fee
estimation are part of the security model. The network must treat large scripts, attestation shards, signature cache
keys, and verification cost as consensus-adjacent DoS surfaces that require ongoing benchmarks.

11. Roadmap and risks / Roadmap and risks

The repository contains design and implementation work for ML-DSA-87 migration, PQ-only gating, remote signing,
the validator overlay, reward/economic ADRs, and 10 BPS operation. Before a production mainnet launch, the
project should complete external audits, parameter calibration, multi-operator validator readiness, monitoring,
wallet UX, release signing, reproducible builds, and incident response procedures.

¢ Audit focus: cryptographic implementation, domain separation, script policy, mempool/consensus
consistency, Hash64 serialization, genesis and premine handling.

¢ Performance focus: ML-DSA-87 verification, script size, block mass, attestation shard mass, sustained 10 BPS
sync, initial block download, and pruning.

e Operational focus: validator key custody, remote signer hardening, slashing evidence, unbonding,
backup/restore, and checkpoint distribution.

¢ Governance focus: explicit mainnet launch conditions, premine custody, validator minimums, DNS claim
language, and release process.

In conclusion, misakas should be presented as an experimental PQ-only Kaspa-family network: it combines a

PoW/GHOSTDAG blockDAG base with strict ML-DSA-87 transaction authorization and a future-facing DNS-style

finality overlay. Its strongest public posture is precise technical ambition plus honest status disclosure.
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Appendices [ {1§%

A. FE/\NT X—4—& | Key parameter table

Parameter Repository snapshot value / description

Network family misakas; independent PQ-only Kaspa-family network

Current live status Experimental devnet only according to the supplied README

Block rate 10 BPS; target_time_per_block = 100 ms

GHOSTDAG K for 10 BPS 124

Max direct parents 16 cap in BPS helper

Signature ML-DSA-87, NIST FIPS 204 category 5

ML-DSA public key / signature 2592 B /4627 B

Tx context kaspa-pg-v2/tx/mldsa87

Sighash calc_mldsa87_signature_hash -> 64-byte Hash64; domain kaspa-
pg-v2/sighash/mldsa87

Address payload 64 B keyed BLAKE2b-512 over verification key

Standard script ML-DSA-87 P2PKH only

P2SH Disabled in PQ mode / outside launch scope

Script caps MAX_SCRIPT_ELEMENT_SIZE 8192; signature script 16,384

mass_per_sig_op 10,000 in params comments after ML-DSA-87 recalibration

DNS overlay Stake bonds + attestations + WorkScore x StakeScore reorg gate

Production DNS minimum 20M KAS minimum stake/bond in current production params
comments

Production unbond/evidence window 14 days at 10 BPS plus reorg-horizon details in params comments

Remote signer kaspa-pg-signer software signer daemon; hardware HSM
deferred

B. FI5&% / Glossary

Term Meaning
blockDAG A dlrec'Fed acyclic graph of blocks, allowing concurrent blocks to
be retained and ordered.
GHOSTDAG A greedy protocol for ordering a blockDAG, used by Kaspa.
ML-DSA Module-Lattice-Based Digital Signature Algorithm standardized in
NIST FIPS 204.
A mode where post-quantum transaction authorization is the
PQ-only
only accepted path.
Hashé4 A 6§—byte consensus hash/commitment identity used in misakas
design.
DNS overla A stake-attestation overlay adding a second dimension for deep-
y reorg resistance; not BFT hard finality.
Deterministic score accumulated from valid on-chain validator
StakeScore .
attestations.
Workscore / blue_work PoW/GHOSTDAG work dimension used for ordering and reorg
evaluation.
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